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Cryptography for ML

What have the Romans ever done for us?

Cryptography goes significantly beyond protecting the secrecy of transmitted messages. Tools
such as fully homomorphic encryption (FHE) and two-party computation (2PC) enable a client
holding an input x to learn precisely fg(x) without revealing x to the server, which holds fg.

Whether the adversary controls the client or the server, it learns nothing beyond what is inten-
tionally revealed by the prescribed input—output behavior.

The price for such strong security is a hefty performance penalty. Modern ML applications
include some of the heaviest computations performed and can afford hardly any overhead beyond
the cost of computing fg(x) itself.

This calls for cryptographic solutions tailored to modern ML hardware and workloads, minimiz-
ing overhead beyond plain computation. Private vector search, a prevalent functionality in modern
ML systems, is an important example: its large linear-algebra core can be heavily optimized, leaving
only a much smaller non-linear selection step for generic secure computation.

The main points of this lecture are:

e FHE: low communication; noise and parameters grow with multiplicative depth.
e 2PC: cheap local computation; communication and rounds scale with the circuit.

e Private vector search: specialized protocols exploit linear-algebra structure for low overhead.

“Monty Python, Life of Brian.


https://youtu.be/cOKR2m1URe8?t=109

1 Encryption

In secret-key encryption, a sender wishes to securely communicate a message m to a receiver, under
the assumption that both parties agree on a secret random key in advance.

Definition 1 (Syntax). A secret-key encryption scheme is (Gen,Enc,Dec) with k < Gen and
¢ < Enci(m). It is correct if Decy(Encg(m)) = m for every m.

The syntax alone can be satisfied by sending m as the ciphertext. But then all information
about m is revealed. The challenge is to convincingly hide m, which calls for a definition of security.
The definition is mazimalistic: security should hide all efficiently accessible information, even when
the adversary can request encryptions of messages of its choice.

Definition 2 (Security). An encryption scheme is (t,e)-secure if, for every pair of equal-length
messages mg, my, over k < Gen,

Encg(mg) = Encg(my).

Here X = Y denotes computational indistinguishability: every randomized algorithm A running
in time at most ¢, with oracle access to Ency(-), satisfies

Pr[APrer () (X)) = 1] — Pr[APe 0 (v) = 1]| < e

Why does this guarantee security? If any efficiently computable property of m could be learned
from Ency(m), choosing mg, m; that differ on this property would distinguish their encryptions.

Security alone can be satisfied by sending nothing. But then there is no correctness. Remark-
ably, Definition 1 and Definition 2 can be achieved simultaneously.

Proposition 1 (LWE encryption). Assuming LWE is hard, secure encryption exists.

Proof. Fix plaintext modulus p, let ¢ > p, and write A = |g/p|. Suppose for simplicity that the
error e always satisfies |e|] < A/2. The key is a uniformly random s «+ Zq. To encrypt m € Zp,
sample uniform a <— Zj and an error e, and output

Encg(m) = (a, a's+e+ Am) (mod g).

Decryption subtracts a's, divides by A, and rounds to the nearest element of Zy,. Specifically,
Decs(a, b) = round((b — a's)/A) mod p = round(m + e/A) mod p = m.

Suppose an adversary could distinguish Encg(mg) from Encs(m;). We could then distinguish
LWE samples from uniform pairs. Given a pair (a, z), answer a request for an encryption of m
with (a,z + Am). If the pairs are LWE samples, these are exactly real encryptions. If they are
uniform pairs (u,v) € Ly x Lq, then v + Am is uniform for every m, so the adversary’s entire view
is independent of whether the distinguished ciphertext encrypts mg or my. Thus the adversary has
no advantage in the uniform case, and hence negligible advantage in the LWE case. 0

Without a computational restriction on the adversary, the length of the secret key must grow
with the length of the message, so one short key cannot protect arbitrarily many encryptions.

Encryption in the scheme above is randomized, as it must be. If Enc; were deterministic, the
adversary could request Encg(mg) and distinguish it from Encg(m;) by testing equality.



2 Homomorphic encryption

Apart from encryption, what has cryptography has ever done for us? Well, what about homomor-
phic encryption? Suppose ¢ = Encg(z) encrypts a value x. For a known computation C, Eval(C, ¢)
produces another ciphertext. Correctness requires

Decy(Eval(C, Encg(x))) = C(x).

If Eval supports all polynomial-size circuits C' of multiplicative depth at most a bound L fixed in
advance, the scheme is leveled homomorphic. If it supports all polynomial-size circuits with no
a-priori depth bound, the scheme is fully homomorphic.

The applicability to private inference is immediate: a client holding = sends Encg () to a server
holding fg; the server returns Eval( fg, Encg(x)), and the client decrypts to obtain fg(z). A subtle
issue is that Eval(fg, Encg(z)), together with k, may reveal more about fg than fg(x); we will
ignore this circuit privacy concern, but it can be handled.

Security is preserved under evaluation. Since Eval is efficient, any efficient algorithm that distin-
guishes evaluated ciphertexts could be composed with Eval to distinguish the original ciphertexts.

Theorem 1 (Leveled HE). Assuming LWE is hard, secure leveled homomorphic encryption exists.

The theorem follows from the two propositions below, which we explain for the LWE encryption
of Proposition 1. Addition evaluates known linear functions. Multiplication is also possible, but
worsens the ciphertext parameters and increases the error.

Proposition 2 (Homomorphic addition). Known linear functions of encrypted values can be eval-
uated homomorphically as long as the accumulated error remains below the decoding threshold.

Proof. If ¢; = (a;, b;), where b; = a] s + e; + Am; (mod q), encrypts m;, then for coefficients oy,

T
Z aibi — (Z aiai> s=A Z o;m; + Z €4,

Thus addition of ciphertexts adds plaintexts, while multiplying a ciphertext by a known constant «
multiplies both the plaintext and its error by a. Correctness lasts only while Y, aje;| < A/2. O

Proposition 3 (Homomorphic multiplication). Two encrypted values can be multiplied homomor-
phically, provided the parameters leave enough room for the increased error.

Proof. Multiplying the two decryption relations and rescaling by A gives

ere
Amyimsa + miez + maer + %

The product is now quadratic in the secret key and naturally produces a ciphertext with O(n?)

coefficients. A standard technique called relinearization uses auxiliary evaluation information to

rewrite these quadratic secret-key terms as linear ones, returning to the usual O(n)-size ciphertext

form but adding a further error. Thus one multiplication replaces the old errors by roughly

€1€2

miez + maoey + A + €relin,
and repeated multiplications rapidly consume the A/2 decoding margin. The modulus and related
parameters must therefore grow with the allowed multiplicative depth. O



A leveled scheme chooses parameters large enough for a prescribed multiplicative depth. To
remove the depth bound, before the error becomes too large the scheme bootstraps: it homomor-
phically evaluates its own decryption procedure and thereby refreshes the ciphertext.

A ciphertext contains O(n) elements of Zg, hence O(nlogq) bits. With ni, encrypted inputs
and noyy encrypted outputs, the online communication is O((ni, 4 nout )1 10g ¢) bits, independent of
the size of the evaluated circuit; after the upload, evaluation is noninteractive. Packing B plaintext
values into one ciphertext reduces the amortized communication per value by a factor B. The
evaluation information is polynomial-size and can be reused across evaluations.

Computation is much heavier. Homomorphic addition costs O(n) modular operations. A mul-
tiplication forms O(n?) coefficient products and then relinearizes, so it costs poly(n, log ¢) modular
operations and increases the error. Thus a circuit with s gates and multiplicative depth d can be
evaluated in s - poly(n,logq) time, with ¢ and, when needed, n chosen larger as d grows.

Bootstrapping costs poly(n,log ¢) operations per refresh and polynomial-size evaluation infor-
mation, so it can dominate time and memory. Batching, GPUs, and specialized hardware improve
constants through parallelism, but not these asymptotic costs.

3 Secure two-party computation

All right, I’ll grant you encryption, homomorphic encryption, authentication, and even obfuscation.
But what has cryptography ever done for us?

In two-party computation, two parties compute jointly while keeping both inputs hidden from
each other. A two-party functionality F' maps inputs (z,y) to prescribed outputs

F(z,y) = (Fi(z,9), Fa(z,y)).

In the real world, the parties run a protocol II. In the ideal world, they give their inputs to a trusted
party, which evaluates F' and returns only the prescribed outputs.

Definition 3 (Simulation security for two-party computation). A protocol Il securely realizes F' if,
for every probabilistic polynomial-time adversary A corrupting either party, there is a probabilistic
polynomial-time simulator S such that, for every x,y and auxiliary input z,

REAL a(z,y; 2) = IDEALpg(z,y; 2).

The simulator must reproduce the adversary’s real view using only what the ideal functionality
is allowed to reveal. For private inference we may take

F(x,0) = (fg(X), J_).

Thus the protocol should leak nothing beyond what follows from the permitted input—output be-
havior itself. The point is that a real-world adversary should have no significantly greater advantage
in attacking the protocol than an ideal adversary. In the ideal world, there is no attack: what the
ideal adversary learns is precisely what is given by the output of F', and nothing else.

Here we assume adversaries are semi-honest: they follow the protocol’s prescribed instructions
but try to learn from everything they see. In the next lecture we will see how to force parties to
follow the protocol, yielding security against malicious adversaries.



https://youtu.be/bg5Vo49Gj4U?list=PLp-NOVZg8zESy5id8_gOPOVT3zm2b8MM5&t=3307

Theorem 2 (2PC from LWE). Assuming LWE is hard, every polynomial-time two-party function-
ality has a computationally secure protocol against semi-honest adversaries.

Proof. 1t suffices to construct I-out-of-2 oblivious transfer: below, two OTs suffice to evaluate one
NAND gate on shared bits, and NAND gates can express every Boolean circuit. In 1-out-of-2 OT,
the sender holds (mq,m1), the receiver holds a choice bit b, and the functionality is

fOT((mo, ml), b) = (J_, mb).

The additive LWE scheme gives OT as follows. The receiver chooses a key k, sends ¢ = Encg/(b)
together with a collection of encryptions of 0, and the sender forms from a random subset a fresh
encryption z of 0. It returns

d=z+ (m1 —mg)c+ Amy = Encg(mg + (m1 — mg)b) = Ency(my).

The receiver decrypts d. The random subset rerandomizes the ciphertext, while encryption security
hides b from the sender.
To compute NAND securely, parties A and B randomly share  and y as

r=1x4Drp, Y=yaDYp.

Then
TY = TAYA P TAYB D TBYA P TBYB-

Each party computes its term x4 y4 and xpypg, respectively. For xayp, party A samples r and
sends OT messages (r,7 @ x4), while B chooses yp; their outputs r and r @ xayp share z4yp.
Symmetrically, B sends (1,7’ & xp) with A’s choice y4, yielding shares of xgy4. XORing the four
shares gives a sharing of zy; flipping one share gives a sharing of NAND(z,y) = 1 @ xy. O

Efficiency is dual to FHE: a circuit with G NAND gates and NAND-depth D uses O(G) com-
munication and local work, and O(D) rounds with layerwise parallelism.

A complementary approach uses garbled circuits: one party sends a one-time encoding of the
circuit and inputs, after which evaluation is noninteractive. Communication scales with circuit size
and each execution needs a fresh garbling, but fewer rounds are required.

For large dense linear layers this communication can dominate, which is why 2PC is especially
attractive for smaller non-linear steps such as comparisons, ReLU, and top-k.

4 Private vector search

Well, all right, I’ll grant you encryption, homomorphic encryption, authentication, obfuscation,
secure computation, and even zero-knowledge. But what has cryptography ever done for us?
In private vector search, the functionality computed is

F(q,M) = (TopKk(Mq), J_).

Here TopKj,(v) returns the k largest coordinates and their indices. The server holds M, the client
q, and normalized rows m; are scored by (m;, q) = cos6;, yielding the k& most similar vectors.
Specializing to this functionality can greatly reduce the overhead of generic secure computation. In



plaintext, all similarities are computed by the matrix—vector product Mq; on modern ML hardware,
its cost is dominated by streaming M through memory. Once Mq is available securely, its top k
entries can be extracted with O(N log k) comparisons, essentially linear in N for small k.

The similarity vector itself should not be revealed. Instead, keep Mq shared between the parties
and use 2PC to reveal only its top k entries. Comparing two ¢-bit scores costs O(¢) NAND gates,
and a selection network uses O(N log k) comparisons. Thus the large linear scoring stage can be
handled separately from the much smaller non-linear top-k postprocessing.

4.1 Private information retrieval

A simpler primitive is private information retrieval (PIR). In a secret-key setting, the client pre-
processes X = (z1,...,xy) into X, uploads it to the server, and keeps secret state sk. To retrieve
x;, it sends a randomized query q; to the server and uses sk to decode the server’s reply.

Definition 4 (sk-PIR). An sk-PIR protocol lets the client recover x; from a server storing X, using
o(N) online communication, with q; =. q; for everyi,j.

Proposition 4 (Secret-key PIR from LPN). Assuming LPN is hard, for every constant € > 0 there
is sk-PIR with O(N¢) online communication.

Proof. We first explain the algebra over a finite field F. As its secret state, the client chooses a tall
systematic matrix and a random mask,

D:[]I:])\q, r, C={c:c'D=0}.
Because D is systematic, the first N coordinates of Dx are x; the extra rows D’ make C nontrivial.
The client sets sk = (D, r) and uploads

X=Dx+r

to the server.
To retrieve x;, the client samples ¢ < C' and sends q; = e;+c, where e; selects the ith systematic
coordinate. The server returns a; = qI?c. Using r, the client computes

ai—q;rr:eiTDx+cTDX::ci.

This gives correctness, but not privacy: queries e; + c reveal affine translates of the subspace C.
The client adds a sparse error 17 and sends q; = e; + ¢ + 1. By LPN, these noisy subspace samples
are computationally pseudorandom, hiding C' and hence ¢. The noise can violate orthogonality; the
construction turns the resulting failures into detectable erasures, corrected by redundancy.

The queries are still long. To reduce communication, reshape the database as a matrix and
apply the same idea along one dimension. By linearity, the answer vector is itself an encoding of a
smaller database, so the procedure can be folded recursively. Balancing the dimensions and using
a constant number of folds gives O(N¢) online communication. O]

Under stronger assumptions, superconstant folding gives N°(1) communication, with server
storage and computation overhead as low as 1.25x the cleartext baseline.



4.2 Encrypted matrix—vector products

An encrypted matrix—vector product (EMVP) is the analogous primitive for a general query vector:
after preprocessing M € FN*?_ the parties obtain compact shares of Mq while hiding M and q.

Proposition 5 (EMVP from LPN). Assuming LPN is hard, for every constant ¢ > 0 there is
secure EMVP for M € FNX4 with O(N + d'*¢) communication and O(Nd'*¢) server work.

Proof. The basic construction uses the same orthogonality idea. Let
D=[I; D], C={c:Dc=0},

and set .
M =MD + R, g=c+aq, c+ C,

where g = (q",07)". Then
Mg = Mq + Rq.

The server computes the left-hand side. To handle the correction Rq cheaply, choose R as a
trapdoored matriz: it is computationally indistinguishable from random, but the client keeps a
trapdoor enabling fast multiplication v — Rv. For example, choose a public fast matrix H from
an LPN-hard family; equivalently, for sparse e and uniform u, (H,He) ~, (H,u). Let E be a
secret sparse matrix and set R = HE. Applying the LPN guarantee to its columns makes R
pseudorandom, while knowing E lets the client compute Rv = H(Ev) quickly. As in PIR, the
actual query is noisy so that its distribution hides C' under LPN.

Folding along the d query coordinates yields these bounds: the same encrypted query is reused
across all N rows, giving O(d'*¢) query communication, O(N) output, and O(d'*¢) server work
per row. O

With stronger hidden-subspace assumptions, the same construction can be tuned much closer
to the cleartext baselines: communication approaches the O(N + d) input—output size and server
work approaches the O(Nd) cost of computing Mq in the clear.

5 Private neural-network inference

The same linear /non-linear split appears in deep networks. A layer alternates a linear map
zp = Wyx, 1+ by

with an activation xy; = ¢(z¢). One can stay inside FHE by replacing ¢ with a low-degree polyno-
mial, for example by a Maclaurin expansion. For the sigmoid o(z) = 1/(1 +e™7),
1 z 23

o(x) = p3(z) = 3 + 115 ( near 0).

This uses only additions and multiplications, trading approximation error for multiplicative depth.
Alternatively, evaluate the large linear maps Wyxy_1 with EMVP, and use 2PC only for the smaller
non-linear steps such as comparisons, ReLLU, and taking the maximum over groups of activations.
This is analogous to the principle we applied in secure vector search: use the cheapest crypto-
graphic tool for each part rather than one generic primitive for the whole model.
EMVP also opens the possibility of a hybrid architecture in which the client sits in a trusted
environment physically close to the GPU and interacts with the GPU round by round.



6 Historical notes

Goldwasser and Micali introduced probabilistic encryption and the modern computational defini-
tion of encryption security in their foundational work [1]. Yao initiated general secure two-party
computation in 1982 [2]. Goldreich, Micali, and Wigderson gave a general completeness theorem
for secure multiparty computation with an honest majority in 1987 [3]. The OT-based gate-by-gate
construction presented here follows Goldreich and Vainish [4]. The complementary garbled-circuit
approach is due to Yao [12]. Gentry constructed the first fully homomorphic encryption scheme in
2009 [5]; Brakerski and Vaikuntanathan later gave FHE based on standard LWE [6].

Private information retrieval was introduced by Chor, Goldreich, Kushilevitz, and Sudan [7].
The secret-key PIR construction here is due to Chen, Ishai, Mour, and Rosen [8]; its communi-
cation reduction follows the folding paradigm of Ishai and Paskin [13], with superconstant folding
requiring stronger hidden-subspace hardness. The EMVP construction is due to Benhamouda et
al. [9]. Trapdoored matrices were developed by Vaikuntanathan and Zamir [10] and Braverman
and Newman [11]; the fastest known implementation is [9)].
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