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Cryptography and Learning

Cryptography and learning often give an algorithm access to evaluations (x, f(x)) of an unknown
function. In PAC learning, the goal is to use observed evaluations to predict the function on fresh
inputs. In pseudorandomness, the task is to distinguish whether an oracle implements a keyed
function or a truly random one.

In learning, the target function is unknown, and the input distribution need not itself be known.
In cryptography, one sometimes considers a known distribution over functions while the sampled
function is hidden. Such pseudorandom functions (PRFs) give natural examples of functions that
are information-theoretically learnable but computationally hard to learn.

This lecture develops the connection in both directions. Low-complexity PRFs yield hardness
even for simple circuits and bounded-depth neural networks, while hard noisy learning problems
such as learning parity with noise (LPN) can provide cryptographic hardness.

The main points of this lecture are:

• PRFs can be learnable in principle while resisting efficient learning.

• Learning targets accuracy ; cryptography combines correctness and security.

• Low-complexity PRFs imply hardness for simple circuits and bounded-depth neural nets.

• Hard noisy learning problems, such as LPN, can serve as cryptographic assumptions.

*Monty Python, Monty Python’s Flying Circus.
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Nobody expects the Spanish Inquisition!*

https://youtu.be/psMMKgvpGfg?t=0


1 Pseudorandom functions

Consider an unknown function f accessed through an oracle: an algorithm Af submits a query x
and receives f(x) in reply. A random function R answers each fresh query with an independent
uniform value from its range and repeats the same value on repeated queries.

Definition 1 (Pseudorandom function family). Let {Fs:{0, 1}n → {0, 1}ℓ}s∈{0,1}k be a keyed family
whose evaluation is polynomial-time computable. It is a (t, ε)-pseudorandom function family if, for
every oracle circuit A of size at most t,∣∣∣∣Prs [AFs = 1]− Pr

R
[AR = 1]

∣∣∣∣ ≤ ε,

where s← {0, 1}k and R is a uniformly random function from {0, 1}n to {0, 1}ℓ.

By default the oracle queries of A may be adaptive. The family is a weak PRF if A instead
receives independent pairs (xi, Fs(xi)) for uniformly random xi.

Any statement of computational hardness depends on a model of computation and the resource
being measured. Since standard models simulate one another with polynomial overhead, the partic-
ular model is usually immaterial. This permits a technology-independent treatment. Unless stated
otherwise, an efficient adversary has polynomial size and succeeds with nonnegligible probability
or advantage; negligible means eventually below 1/p(n) for every polynomial p.

2 PAC learning

In the PAC model a learner receives labeled examples (x, f(x)), where x is drawn from an input
distribution D, and produces a hypothesis that should predict f on a fresh sample from D.

Definition 2 (PAC learning). An algorithm PAC learns a class of functions if, for every target f
in the class, every input distribution D, and every ε, δ > 0, given independent pairs (x, f(x)) with
x← D, it outputs with probability at least 1− δ a circuit h such that

Pr
x←D

[h(x) ̸= f(x)] ≤ ε.

With membership queries, the learner may also ask for f(x) at chosen points. Efficient learning
means running time poly(n, 1/ε, 1/δ).

The learner may be required to output a hypothesis from the target class; this is called proper
learning. If it may output an arbitrary efficiently evaluatable hypothesis, the learning is improper.

A useful example is the class of linear equations b = fs(a) = a⊤s, indexed by an unknown
parameter s over a field F. From exact labeled examples, learning reduces to solving a linear
system. Once the samples determine s, Gaussian elimination recovers it, so fs is properly learned.

Will recovering s be hard if the labels are perturbed? Over R, additive noise can still be handled
by least squares. Over F2, perturbing a label means flipping a bit, and Gaussian elimination no
longer directly recovers the parameter. We return to this case in Section 6.
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3 Hardness of PAC learning from PRFs

PRFs give a general hardness result on learning: if a secure PRF family lies in a class, then no
efficient learner can learn that class. As we will see, PRFs can be based on a broad range of
cryptographic assumptions.

For a PRF family, information is not the obstacle. There are at most 2k possible functions, so
an unbounded learner can enumerate the keys and find a consistent one; O(k/ε) examples suffice
at constant confidence. The question is whether this can be done efficiently.

For this argument it is enough to work under the uniform distribution. Since PAC learning
must succeed for every input distribution, it must in particular succeed there. If it could, we could
distinguish a PRF from a random function: run the learner using the oracle and check its prediction
on one fresh uniform point. This gives the following theorem, which holds even under the uniform
distribution, even improperly, and even with membership queries.

Theorem 1. If F = {Fs} is a PRF family and C is any class of functions containing F , then C is
not efficiently PAC learnable.

Proof. Suppose an efficient learner L for C exists. Fix ε, δ > 0 such that (1−ε)(1−δ) > 1/2, and let
m = poly(n) bound the number of examples and queries used by L. We construct a distinguisher
A whose oracle O is either Fs for a random key s or a random function R.

Run L under the uniform input distribution. To provide a labeled example, draw a uniform x
and return (x,O(x)); forward membership queries to O. After L outputs a hypothesis h, draw an
independent uniform x∗ and accept if h(x∗) = O(x∗).

If O = Fs, the learner’s view is exactly distributed as in the PAC experiment, so

Pr
[
AFs accepts

]
≥ (1− δ)(1− ε).

If O = R, then unless x∗ coincides with one of the at most m inputs seen during learning, R(x∗) is
uniform and independent of h(x∗). Hence

Pr
[
AR accepts

]
≤ 2−ℓ +

m

2n
.

Thus A has advantage at least

(1− δ)(1− ε)− 2−ℓ − m

2n
,

which is a positive constant for all sufficiently large n since ℓ ≥ 1. The distinguisher has polynomial
size, contradicting PRF security.

This proof illustrates a typical cryptographic reduction: a hypothetical learner is converted
into a distinguisher. The key requirement is to reproduce the learner’s view exactly, not merely
the format of its inputs. Here, choosing the uniform distribution and answering every sample and
query through the same oracle places the learner exactly in its PAC experiment.

Cryptographic statements also make the adversarial model explicit: computational power, ac-
cess, and success criteria are part of the claim. The construction itself is public. For a PRF, the
family {Fs}, the key distribution, and the evaluation algorithm are known; only the sampled key s
is secret. This is Kerckhoffs’ principle: security should not rely on obscurity of the system.
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4 PRFs, PRGs, and OWFs

Pseudorandom generators expand a short random seed into a longer string that no efficient test
can distinguish from uniform, and lead to the construction of pseudorandom functions.

Definition 3 (Pseudorandom generator). Let ℓ = ℓ(k) > k. A polynomial-time computable
G:{0, 1}k → {0, 1}ℓ is an (t, ε)-pseudorandom generator if for all circuits A of size at most t,∣∣∣∣ Pr

s←{0,1}k
[A(G(s)) = 1]− Pr

r←{0,1}ℓ
[A(r) = 1]

∣∣∣∣ ≤ ε.

A PRF gives a PRG by evaluating it on fixed distinct inputs and concatenating the outputs;
distinguishing the resulting string from uniform would distinguish the PRF from random.

For the construction of PRFs, it suffices to use a length-doubling PRG. For ℓ = 2k, write
G(s) = G0(s) ∥G1(s), where G0(s), G1(s) ∈ {0, 1}k, and define

Fs(x1 · · ·xn) = Gxn

(
· · ·Gx1(s) · · ·

)
.

An efficient oracle algorithm that distinguishes this family from random can be turned into an
efficient algorithm that distinguishes the output of G from uniform, contradicting PRG security.

A PRG must be hard to invert: if an efficient algorithm could, given t = G(s), find s′ with
G(s′) = t, then checking G(s′) = t would distinguish generator outputs from uniform. This is a
special case of one-wayness: an efficiently computable function f for which, given y = f(x) for
random x, finding any preimage is hard. The converse, constructing PRGs from arbitrary one-way
functions, is a landmark result of modern cryptography.

Theorem 2. Pseudorandom function families exist if and only if one-way functions exist.

The equivalence is striking: pseudorandom functions emulate a random function against every
efficient oracle algorithm, yet their existence follows from one-way functions. Plausible one-way
function candidates are plentiful, putting the theory of pseudorandomness on strong footing.

One-wayness gives a compelling form of computational asymmetry: choose random x, publish
y = f(x), and keep x. We know a solution by construction, while any efficient algorithm faces a
hard inversion problem. If an AGI is vastly more capable than us but remains computationally
bounded, such asymmetry could preserve an advantage. It may not suffice for protection, but some
form of computational asymmetry appears necessary.

5 Circuit complexity

5.1 Circuit complexity of PRFs

Theorem 1 makes PRF complexity directly relevant to learning: the simpler the circuit class sup-
porting PRFs, the simpler a class for which efficient PAC learning is ruled out. The generic
PRG-to-PRF construction above has polynomial size but depth growing with the input length
because its generator evaluations are sequential.

Circuit size measures total computation, while depth measures sequential layers. The class TC0

consists of constant-depth polynomial-size circuits with threshold gates, where a threshold gate
computes 1[

∑
iwixi ≥ θ].
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Theorem 3. Under standard cryptographic hardness assumptions, there exist pseudorandom func-
tion families computable in TC0.

The threshold gates are important. For AC0, the class of constant-depth polynomial-size
AND/OR/NOT circuits, the situation is different.

Theorem 4. Any PRF family computable in AC0 can be broken in quasipolynomial time.

The reason is Fourier concentration. For a depth-d, size-s AC0 circuit, all but ε of the Fourier
mass lies on coefficients of degree at most O(log(s/ε))d. Thus AC0 functions have accurate low-
degree approximations under the uniform distribution, and for polynomial s and constant d the
relevant coefficients can be estimated in quasipolynomial time. This yields a quasipolynomial-time
learner and, by Theorem 1, a distinguisher against any PRF family in AC0.

5.2 Neural nets as circuits

Neural networks can be viewed as circuits with real-valued wires and gates for arithmetic and non-
linear operations. This is idealized: finite-precision implementations can be represented discretely
over suitable finite rings or fields, making them compatible with cryptographic operations.

A width-m layer on x ∈ Rn can be written as

x 7−→ φ(Ax), x ∈ Rn, A ∈ Rm×n,

where φ : R → R acts coordinatewise. Typical choices are ReLU, sigmoid, and the step function;
biases can be absorbed by appending a constant 1 to x.

In a fixed network, learned parameters are hardwired constants; operations determine size and
layers determine depth. On Boolean inputs, a step neuron x 7→ 1[

∑
iwixi ≥ θ] is exactly a threshold

gate. At finite precision, ReLU has a threshold implementation: writing a pre-activation z with sign
bit s and remaining bits zi, its output bits are yi = zi ∧¬s = 1[zi− s ≥ 1] (and the output sign bit
is 0). Smooth activations such as sigmoid can be approximated on bounded ranges by polynomials
evaluated with fixed-precision arithmetic, which can likewise be implemented by threshold circuits.
Thus depth-d(n) networks have comparable circuit depth; fixed-depth polynomial-size threshold
networks are TC0, so the low-depth PRFs above lie in a natural neural-network class.

There is one caveat for the discussion of parity below. Linear algebra over F2 is not the same
as linear computation over the reals: even addition modulo 2 on two bits, namely XOR, cannot
be computed by a single threshold unit. A small network with a hidden layer can compute XOR
though, so this is a restriction of a single layer rather than of neural networks in general.

Under standard assumptions, Theorem 3 places PRFs inside constant-depth polynomial-size
threshold networks. Combining this with Theorem 1 gives the following consequence.

Proposition 1. Under standard cryptographic assumptions, constant-depth polynomial-size thresh-
old networks are not efficiently PAC learnable.

The same applies to black-box distillation: if a teacher is drawn from a PRF family, any efficient
procedure producing an efficient student that agrees with it on fresh inputs would be an efficient
learner. The difficulty is computational and does not apply to a white-box procedure given the
teacher’s internal parameters.
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5.3 Are real-world neural nets in TC0?

Asymptotic modeling is not far from deployed scale. Qwen3-235B-A22B has 94 transformer layers
and 235 billion parameters; DINOv3 ViT-7B has 40 blocks and about 6.7 billion parameters.
Relative to circuit size, treating these layer counts as fixed constants is reasonable. Under bounded-
precision arithmetic, a fixed-depth softmax transformer can be implemented in uniform TC0, so
one forward pass is a very large constant-depth threshold circuit.

Architectural depth is not threshold-circuit depth: each transformer block expands into a
constant-depth threshold subcircuit. Thus L blocks give depth O(L), while width and parame-
ter count mainly affect size; DINOv3’s 40 blocks correspond schematically to 40c+O(1) threshold
layers, not threshold depth 40.

For a vision encoder, one pass is essentially the whole computation. An autoregressive model
instead outputs a next-token distribution, samples a token, and feeds it back; generating T tokens
composes T passes. If T grows with the input length, the full process need not lie in TC0.

For generic circuits, deciding whether two output distributions are statistically close is SZK-
complete. Here the next-token distribution is explicit: with white-box access one can inspect
every token probability rather than infer an implicit distribution from samples. This suggests that
next-token distributions may be easier to understand than output distributions of general circuits.

6 Learning parity with noise

We now present a learning problem that is conjectured to be cryptographically hard, together with
some intuition for why. LPN is especially interesting because, for suitable noise rates, its hardness
supports public-key encryption, which is not known to follow from one-way functions alone. Its
arithmetic is entirely over F2, so the underlying operations are very fast bit operations.

Recall the class of linear functions from Subsection 1.2, now over F2. Fix a random unknown
secret s ∈ Fn

2 and receive independent (sample, label) pairs

(a, b), a← Fn
2 , b = a⊤s (mod 2).

The task is to predict a⊤s for a fresh random a. Viewed as a learning problem, this is somewhat
unusual by modern machine-learning conventions. The inputs and labels are bits, and the target is
linear over F2, with addition and multiplication performed modulo 2. By contrast, standard linear
models and neural-network training typically use real-valued arithmetic and parameters.

This alone is not cryptographic hardness. Stack m samples into a matrix A and vector b. Then
b = As over F2, and Gaussian elimination recovers s whenever the equations determine it uniquely.
With m = n+ λ uniform samples, the probability that s fails to be determined is at most 2−λ.

LPN changes only the labels by adding independent random error bits.

Definition 4 (Learning parity with noise (LPN)). Fix a noise rate η ∈ (0, 1/2) and choose a secret
s← Fn

2 . An LPN sample (a, b) is generated as

a← Fn
2 , b = a⊤s+ e (mod 2),

where e is sampled from Ber(η); namely e = 1 with probability η and e = 0 with probability 1− η.

Search LPN asks to recover s from independent LPN samples. Decisional LPN asks to distin-
guish independent LPN samples from uniform pairs in Fn

2 × F2.
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Withm independent LPN samples, there is enough information for the secret to be fully specified
despite the noise. If H2(η) = −η log2 η − (1− η) log2(1− η) denotes binary entropy, the threshold
is roughly

m >
n

1−H2(η)
.

For every constant η < 1/2, this is still only Θ(n) samples. LPN conjectures that recovery never-
theless remains computationally hard.

A first sanity check is whether guessing which equations are corrupted is indeed inefficient.
With m = Θ(n) samples, the number of error patterns with the expected weight ηm is roughly(

m

ηm

)
≈ 2mH2(η).

If ηm = O(1), this is only polynomial. An even cheaper attack repeatedly chooses n equations
and hopes that none are corrupted; one trial succeeds with probability (1 − η)n ≈ e−ηn. Hence
η = O(log n/n) still permits polynomially many trials, while constant noise defeats this strategy.

Gaussian elimination does not directly survive the noise either. For a typical random full-rank
n × n subsystem, each recovered secret bit depends on Θ(n) labels, since a typical row of A−1 is
dense. If t error bits are combined, then

Pr[e1 + · · ·+ et = 1] =
1− (1− 2η)t

2
,

so the bias from a fair coin is (1− 2η)t. For t = Θ(n) and constant noise, it is exponentially small.
There exist attacks that avoid this by canceling variables in blocks. For constant noise, they

solve LPN in time 2O(n/ logn) using 2O(n/ logn) samples. Variants reduce the sample requirement to
polynomial, at the price of running time 2O(n/ log logn). No polynomial-time algorithm is known for
constant-noise LPN, a regime already sufficient for one-wayness.

At noise rate η = n−1/2 with 2n samples, LPN hardness yields public-key encryption. This is a
much rarer form of cryptographic structure than the unstructured hardness of a one-way function.
For constant η, it remains open whether the standard polynomial-time LPN assumption alone
implies public-key encryption. Public-key encryption is known from constant-noise LPN under the
stronger assumption that LPN has 2ω(

√
n) hardness.

7 Historical notes

Valiant introduced PAC learning [Val84]; Kearns and Valiant developed the cryptographic limita-
tions used in Theorem 1 [KV94]; and Minsky and Papert established the single-threshold limitation
for parity [MP69].

Goldreich, Goldwasser and Micali constructed PRFs from PRGs [GGM86], while H̊astad, Im-
pagliazzo, Levin and Luby obtained PRGs from arbitrary one-way functions [HILL99]. The low-
depth PRFs of Theorem 3 are from [NR04, BPR12], and Theorem 4 uses the Fourier concentration
of [LMN93]; see [BR17] for a survey.

Cryptography from hard learning goes back to [BFKL93]. For LPN, [BKW03, Lyu05] give
the subexponential attacks above and [Ale03, YZ16] the public-key constructions. Subsection 5.3
follows Chiang’s bounded-precision transformer analysis [Chi24]; Qwen3 and DINOv3 provide the
scale examples [Y+25, S+25], and the circuit-output discussion uses Statistical Difference [SV03].
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